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Study Cloud Security' management
Click on link below.

https://aws.amazon.com/console/

Go to “My Account” >*AWS Management Console”.

@ AWS Management Console X +
< C & https//aws.amazon.com, r e :

aws Contact Sales  Support English v | 1
P —

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Explore More Q

Get Started with AWS for Free

Create a Free Account

Features

Administer your AWS account
Sign In to the Console

H O Type here to search o

t, including monitering your monthly spending by service,

The Console facilitates cloud ma

ng security credentials

@ Amazon Web ServicesSign-in -~ X =+

& C @ https//signin:aws.amazon.com/signinZradirect_uri=https%3A%2F%2Fconscle.aws.amazon.com%2Fconsoleds2F e%3Fstate%3DhashArgs%2523%26isauthcode?3 or ¢ 9 e :

aws

Signine

Email address of your AWS account Aws DeepRa cer

- : The fastest way to get rolling with
(o | machine learning

Create a new AWS account

About Amazon.com Sign In
Amazan et Services ises infarmation

H O Type here to search a

Just login to your users account.
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@ Amazon Web Serv
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dWws

Account ID or alias

433943313412 Am azon workLink

IAM user name

Provide secure mobile access to
your internal websites & web apps

|TVoyagers|

Password

Sign-in using root account credentials

English v

- i 12:17
H O Type here to search - ) ) 24.00-2010

Click on “Sign In”.

@ AWS Mansgem x  + - X
&« C @ https//us-east-2.console;aws,amazon.com/console/homelragion=us-gast-2& %t G 3]
aWS, Services v Resource Groups L lTVoyaqeh@ 4339-4331-3412 v Ohio v  Support v

AWS Management Console

AWS services Access resources on the go

=] Access the Management Console using the AWS
ronyms, ﬂ Consale Mobile App. Learn mare [4 |

Find Services

You can enter names, keywor

2%

v Recently visited services Explore AWS

@ 1am
Scalable, Durable, Secure Backup & Restore with
Amazon S3

P All services
Discover how customers are building backup & restore

solutions on AWS that save money. Learn more [4

Build a solution Amazon RDS

izards and autom;

Set up, aperate, and scale your relational database in the
cloud. Learn more [4

Build using virtual servers

1218
ooy

Once you logged in go to “My Security Credentials”.
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@ AWS Management

ole x

< c @ https://us-east-2.console.aws.amazon.com/console/hom

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

4

Recently visited services

D 1am

v

All services

Build a solution

Get started with simple wizards and automated workf!

Launch a virtual machine  Build a web app

Witk £ MEth Elartic Danartall

Build using virtual servers

WEigh 1 imbteai]

My Account

Access resources
My Organization

My Billing Dashboard

(/] AccesstheM
E Console Mok

Switch Role

AWS

Sign Out
Explore AWS

Amazon Redshift

Fast, simple, cost-effective data warehouse that can extend
queries to your data lake. Learn more [

Run Serverless Containers with AWS Fargate

AWS Fargate runs and scales your containers without having
to manage servers or clusters. Learn more [4

Scalable. Durable. Secure Backup & Restore with e

Scroll down you will find “Multi-factor authentication (MFA)”

Click on “Assign MFA device”

£ 1AM Management

ole x +

credentials

& 3 @ @ hips//consolesws.amazon com/iam/homeZregion=us east 2#/sec

source Groups ~ %

Create access key

Dashboard

Access key ID Status Created
Groups N
AKIAJGGIDKFAWYEOCOTQ Active 2019-02-24 12:15 UTC+0530
Users
Roles
Multi-factor authentication (MFA)
Policies

For increased security
authentication device when they sign in to AWS. Learn more

Identity providers
Account settings

Credential report

Encryption keys

X.509 certificate

Last used Actions

Make inactive | Delete

recommend configuring MFA to help protect your AWS resources. MFA requires users to type a unique authentication code from an approved

Use X.509 certificates to make secure SOAP-protocol requests to some AWS services. For your protection, store your private cerlificate keys securely and do not share

them. AWS recommends that you rotate your certificates periodically. Leam more

Create new cel Upload your own certificate

Privacy Policy Terms of

We will select first option “Virtual MFA device” and click on “Continue”
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<« > C @ https://console.aws.amazon.com/iam/home?region=us-east-2#/security_credentials b d Q e :
Manage MFA device
Choose the type of MFA device to assign:
.
® Virtual MFA device
L ‘ ) ) OV aEers.|n
' Authenticator app installed on your mobile device or computer L L L .. 1
—

U2F security key
‘Yubikey or any other compliant U2F device

Other hardware MFA device
Gemalto token

For more information about supported MFA devices, see AWS Multi-Factor Authentication

. .
i Cancel Continue T L Lr ||=I'- II-
B -r-—-rE—-— - |
i —

VOV aeEers “- VovaeEers. N Invovagsers. N InvovaEer LI ._:..:n:':_irl

-r-_-r_-_-_ -r-_-r_-_-_ -l W e e R r-_-r_-_-_

S6 concept is we will use third party app to generate OTP W T\lc'h W|II Flelp us to
authenticate ourselves during logging in. It will add a security layer to our
account.

Nowalve have {6/ downioad-2FA Alithericator (2AS) 4pp ohiolir mobile == 511

£ 1AM Management Console x4+ = x

¢ > € @ htps//consoleaws.amazon.com/iam/home?region=us-east-2#/security_credentials * 0@

Set up virtual MFA device

i ITErs. N
- | [ e T |
i —
1. Install a compatible app on your mobile device or computer
See a list of compatible applications
2. Use your virtual MFA app and your device's camera to scan the QR code
- - -
f | =
L Show QR code 5 ¥ EE-_I =¥ “ |
i —
Alternatively, you can type the secret key. Show secret key
Cancel Previous
- - -
LI ITErs. ||
- | [ e T |
i —
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Click on “Show QR code” to display QR code.
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Set up virtual MFA device

1. Install a compatible app on your mobile device or computer
= See a list of compatible applications =

- 2. Use your virtual MFA app and your device's camera to scan the QR code

Show QR code

Alternatively, you can type the secret key. Show secret key

Cancel Previous hl -.d

IOy aEers. 1N IWOYagers.1N IWoyagers. 1N IOy agers.1n Iyoyagers.n

ement Console x 4
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Set up virtual MFA device
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Alternatively, you can type the secret key. Show secret key

3. Type two consecutive MFA codes below
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2FA Authenticator (2FAS)
2FAS
Tools

4.4 % a 10¢
236 reviews 7.2MB Rated for 3+ ® Down

@ o
G 15548
2 325904

0 216327

Simple 2FA Authenticator - Generate Two Factor
Authentication tokens.

Read more

Ratings and reviews ®

44 ‘=

Open the app click on
“Continue”

Now click on ° and click on “Scan QR code”.

Services list is empty

Use the + button to add new service

6,]Page

Add manually

Scan QR code

12:39 B O

All tokens are stored on yours phone memory.

1'4'
2e— &
= E

When you remove the app you will not be able
to sign into accounts where you use two factor
authenication.

HOU CAM HOT
ZIGH IM

Enable recovery options (eg. SMS or backup list)
in case you lose your phone.

CONTINUE

PO COMETS It U Cooe
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First we have to enter 2 OTP which we will receive on app and click “Assign
MFA”.
ITh 510 IFOYaEers.1n 1yoyagers. n
Amaz Amaz
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- 325142 -~ 251514
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Set up virtual MFA device
ITh OV agEers.In
Altematively, you can type the secret key. Show secret key
3. Type two consecutive MFA codes below
MFA code 1 325142
ITh . OV agEers.In
Cancel Previous
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Set up virtual MFA device

& You have successfully assigned virtual MFA
= This virtual MFA will be required during sign-in

Ers. 1N IOy agers.n

itvoyagers.in [tvoyagers.in o

" Log out from the account o
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£ 1AM Management Console x4+ = x

¢ > € @ htps//consoleaws.amazon.com/iam/home?region=us-east-2#/security_credentials fr 0 @

source Groups *

H -
L 1AM User -TVOVaEEl In
= B & | searchiam 1 Create access key TVoyagers Sl R =L

Account
Dashboard Access key ID Status  Created Last used 4339-4331-3412
Groups
AKIAJGGIDKFAWYEOCOTQ Active  2019-02-24 1215 UTC+0530  N/A
U My Account
sers
Roles My Organization
olicies Multi-factor authentication (MFA) My Billng Dashboard

For increased security, we recommend configuring MFA to help protect your AWS resources. MFA requires users to iy My Security Credentials ~ de from an approved

Identity providers
P authentication device when they sign in to AWS. Learn more

Switch Role
- L ACCOUHISQWHQS
L

Manage MFA device
- Credential report

Assigned MFA device
arncaws:iam::433943313412:mfa/ITVoyagers (Virtual)

Encryption keys

X.509 certificate

Use X.509 certificates to make secure SOAP-protocol requests to some AWS services. For your protection, store your private cerlificate keys securely and do not share
them. AWS recommends that you rotate your certificates periodically. Leam more
.
LA

L Create new certificate Upload your own certificate
-

You do not have a cer

@ Feedback (3 English

Now again try to log in to your account.
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P AmazonWebServicesSign-ln X+

L C @ httpsy//us-east-1.signin.aws.amazon.com/oauth?SignatureVersion =4&X-Amz-Algorithm=AWS4-HMAC-SHA25680(-Amz-Credential=AKIAJMOATPLHVS)563XQ8X-Amz-D... ¥ e :

aws

Account ID or alias

433943313412

AWS Transfer for SFTP

[ mveyager | Fully managed, secure file transfer with
Password storage in Amazon S3

Sign-in using root account credentials

English v

llse Privany Policy @ 1838-7018 Amaznn Weh Senices Ine or s afliates M

It will ask for MFA codeé. You get new code after every 30 seconds, just enter the
valid MFA code and click on “Submit” to login.

a
240 074
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aws

SN

Multi-factor Authentication

Please enter an MFA code to complete sign-in.

MFA Code:

l 240074| l

Cancel

English ¥

Terms of Use Prvacy Boiioy & 1885-2019, Amazon Web Services. Inc. orits afilistes.
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Services v
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Resource Groups ~ *
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AWS Management Console

AWS services

Find Services

enter m

ames, keywords or acronyms.

Access resources on the go

Access the Management Console using the AWS
Console Mobile App. Learn more [2

¥ Recently visited services

D 1am

P All services

Explore AWS

AWS Marketplace

Find, buy, and deploy popular software products that run on
AWS. Learn more [4

L
You can
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Build a solution

Get started with simple wizards and automated workflows.

MEth Elartic Danartall
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itvoyagels’ it ithwoyager

Amazon Redshift

Fast, simple, cost-effective data warehouse that can extend
queries to your data lake. Learn more [4

Build using virtual servers

PP - Run Serverless Containers with AWS Faraate
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